
Small and portable, flash devices are ideal for transporting, backing 
up and sharing business data.  These miniature devices are so 
inexpensive and ubiquitous that employees often carry their 
own. Unfortunately, these popular storage devices used without 
oversight may very well represent your company’s greatest threat 
for a catastrophic data breach. LDDFLASH from Beachhead gives 
your business the ability to automatically enforce flash device use 
and security policy company-wide. Better yet, because LDDFLASH is 
a subscription-based (SaaS) service, the solution can mitigate your 
risk company-wide in a matter of hours. 

Part of the Lost Data Destruction® (LDD) family of data security 
products from Beachhead Solutions, LDDFLASH delivers enforced 
encryption and destruction of at-risk data to any flash device used 
to backup or transport valuable business data. Most importantly 
the rules and restrictions that define flash data storage – if such 
devices can be used at all – is determined soley by the business/
risk decision makers, not your users. 

Effective Security Must be Automated 
and Easy to Manage
Like all LDD products, LDDFLASH represents an easier approach 
with which to manage and secure valuable business data.  An add-
on subscription service (SaaS) to LDD, LDDFLASH seals the data 
proliferation and leakage vulnerability associated with USB ports. 
Rules for if, how and which security measures are to be used are 
created by the LDD administrator through the secure web-based 
console and are remotely distributed to your community of PCs. 
LDDFLASH will immediately begin to enforce your security and flash 
usage policies.   

A truly unique approach to flash data security, you’ll benefit from: 

Software as a service (SaaS), subscription-based service gives 
immediate protection without investment in hardware or software 
infrastructure. 
Remote mass deployment enterprise-wide quickly and automatically 
secures data on any flash device connected to your PCs.

Easy administration with Web 2.0 interface for straightforward 
monitoring and control.
Easy upgrade for LDD customers with a simple and quick online 
upgrade.

Unmatched Security and Limitless Flexibility
LDDFLASH, like LDD, draws upon a comprehensive set of easily 
managed tools including encryption and data elimination.  When 
used together, these tools allow you to tailor policies that minimize 
company security concerns without compromising employee 
productivity. 

Quick Deployment Means Immediate Piece of Mind
The LDD family of PC data security products gives organizations 
the control necessary to manage and secure valuable business 
data on PCs and USB Flash devices. All Beachhead products, 
including LDDFLASH, are unmatched in speed of deployment, ease-
of-management and data security automation.  As a result, LDD 
products provide immediately recognized value.
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Sample Flash Device Use & Security Policies

Desired Policy Achieved By

Password-based authentication 
priviledges unlock device contents

USB port blocking enforced on
this group of personal computers

Enforced data encryption on contents
of flash device

“Quarantine” data and restore access 
to authorized user through “challenge 
response” authentication

Prohibit use of flash devices 
to contract employees

Ensure data is inaccessible on
lost & stolen flash devices 

Under threat , disable access to 
data on flash device to 
ALL users

Restrict flash device data 
sharing only to authorized users

“Flash Data Auditing” lists files names 
moved to encrypted flash devices 

Monitor transfer & proliferation 
of sensitive data on flash devices


